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1618629 Vector instructions might cause deadlock under specific micro-architectural 32
conditions
1625573 PC or ELR register contents might be corrupted when an instruction fetch hits in 33
the LO Macro-op cache and misses in the L1 Instruction TLB generating a
tablewalk
Category A (rare) 34
Category B 35
1445139 A DC CVAU or IC CVAU instruction behaves like a NOP 35
1466307 Self synchronizing behavior of changing effective vector length via the ZCR_ELx 36
might not take effect until after the following instruction, rather than before as
architecturally required
1508565 Accessing a memory location using mismatched shareability attributes might cause 38
loss of coherency
1522191 Corruption of cumulative floating point exception bits 39
1542436 Corruption of scalable vector register following execution of an SVE prefixed 41
Integer Multiply instruction
1592691 ICH_HCR_EL2.vSGIEOICOUNT masks end of interrupt counting for some virtual 42
Private Peripheral Interrupts
1618630 Branch prediction for an ERET cached in the instruction cache might cause a 43
deadlock
1618634 Incorrect instructions might be executed 45
1618635 NC/Device Load and Store Exclusive or PAR-Read collision can cause deadlock 46
1618636 Aarch32-only Floating Point or Advanced SIMD instruction might deadlock in 48
processor core
1619807 The core might execute multiple instructions before taking software step exception 49
or halt step exception when the executing instruction resides in the LO Macro-op
cache
1619814 Enabling SPE might result in deadlock in some situations 50
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A streaming write in the presence of a store-release instruction might result in data 51
corruption
Hardware management of dirty state and the Access flag by SPE might fail, 52
resulting in an unsupported FSC code and incorrect EC code in PMBSR_EL1 on a
buffer translation
Enabling SPE might result in a speculative update of the translation table descriptor 53
of the page following the Statistical Profiling Buffer
The core might deadlock when executing a program sequence with divide or 54
square-root operations
A transient single-bit ECC error in the MMU TC RAM might lead to stale translation 55
inthe L2 TLB
Atomic Store instructions to shareable write-back memory might cause memory 56
consistency failures
SPE might illegally write to any physical address, including Secure space 57
Core might generate breakpoint exception on incorrect 1A 58
Virtual to physical translation latency might not be captured for SPE records when 59
physical address collection is disabled.
External debugger access to Debug registers might not work during Warm reset 60
Store operation that encounters multiple hits in the TLB might access regions of 61
memory with attributes that could not be accessed at that Exception level or
Security state
Atomic instructions with acquire semantics might not be ordered with respect to 62
older stores with release semantics
The instruction following a change in SVE Vector length in ZCR_EL1 might not see 64
updated value
Incorrect programming of PMBPTR_EL1 might result in a deadlock 66
Disabling of data prefetcher with outstanding prefetch TLB miss might cause a 67
deadlock
Hardware data prefetcher can generate a physical address with incorrect 68
attributes
PDP deadlock due to CMP/CMN + B.AL/B.NV fusion 70
Continuous failing STREX because of another PE executing prefetch for store 71
behind consistently mispredicted branch
Translation table walk folding into an L1 prefetch might cause data corruption 72
Static and dynamic TXREQ limiting might cause deadlock 73
The core might fetch stale instruction from memory when both Stage 1 Translation 74
and Instruction Cache are Disabled with Stage 2 forced Write-Back
The core might deadlock during powerdown sequence 76
Page crossing access that generates an MMU fault on the second page could result 77
in a livelock
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The PE might generate memory accesses using invalidated mappings after
completion of a DVM SYNC operation

Category B (rare)

1543964

1618631

2348377

Category C
1452392

1507873

1549423

1553581
1591505

1595153

1596291
1618632
1618633

1618637

1619800
1619801
1619805

1619808

1619809
1619811

1619813
1619815
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The core might fetch a stale instruction from memory which violates the ordering
of instruction fetches

MRRC reads of some Generic Timer system registers in AArch32 mode might
return corrupt data

AMBA CHI TXREQ starvation due to unfair PCrdGrant assignment

Unaligned SVE Non-Fault load that encounters a tag double-bit error or data
poison might resolve with an abort

Misaligned atomics to unsupported Non-cacheable or Device memory location
might lead to incorrect DFSC code in the ESR

Transient parity error in L1 instruction cache might result in missed breakpoint
exception

ID_PFR1_EL1.GIC incorrectly reports as Ox1

Predicate event information populated incorrectly for non-predicated SVE
instructions sampled by SPE

ERROMISCO_EL1.SUBARRAY value for ECC errors in the L1 data cache might be
incorrect

Data side MPAM values used for PLI
TLBI does not treat upper ASID bits as zero when TCR_EL1.AS is O

Waypoints from previous session might cause single-shot comparator match when
trace enabled

Interrupt might be taken later than architecturally mandated on exit from Debug
state

An unaligned load may initiate a prefetch request which crosses a page boundary
TRCIDR3.CCITMIN value is incorrect

ESB instruction execution with a pending masked Virtual SError might not clear
HCR_EL2.VSE

The core might detect a breakpoint exception one instruction earlier than the
programmed location when the LO Macro-op cache contains an instruction that is
affected by a parity error

PDP Issue Queue Virtual Size Reduction remains Engaged when PDP is Disabled

78

79
79

81

83

84
84

85

86

87
88

89

90
91
92

93

95
96
97

98

99

The core might deadlock or detect a breakpoint at an incorrect location when a T32 100

instruction is affected by parity error and the next instruction is programmed as an
address matching breakpoint exception

Enabling L2 cache partitioning might result in a loss of performance 101
ESR and FAR registers could be corrupted by a speculative instruction that 102
encounters an ECC error or external data abort
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A load to normal memory might trigger a prefetch request outside of the current 103

mapped page

RAS error status records could log spurious corrected error 104

ECC error on a read of the L2 data ram entry not containing valid data might report 105

the error incorrectly

MRC read of DBGDSCRIint into APSR_nzcv might produce wrong results and lead 106

to corruption

APB access to trace registers does not work during Warm reset 107

Executing a cache maintenance by set/way instruction targeting the L1 data cache 108

in the presence of snoops might result in a deadlock

A load observing a double-bit ECC error after a snoop detected a single-bit ECC 110

error might report incorrect values in ERROMISCO_EL1 and EROADDR_EL1

Cache maintenance performed on an instruction being actively modified by another 111

PE might cause unexpected behavior

The core might record incorrect INDEX into ERROMISCO when LO Macro-op cache 112

is affected by parity error

Instruction sampling bias exists in SPE implementation 113

The core might not update IDATA*_EL3 correctly by a direct memory accessto L1 114

Instruction Cache Tag or L1 Instruction TLB

Some load instructions executed in Debug state through the Instruction Transfer 115

Register might execute twice

RAS error reported could have incorrect value in ERROADDR_EL1 116

MPAM value associated with descriptor fetch requests could be incorrect 117

Watchpoint Exception on DC ZVA does not report correct address in FAR or 118

EDWAR

A memory mapped write to PMSSRR might falsely cause some PMU counters and 119

counter overflow status to be reset after snapshot capture and read might return

unknown/written data

Possible loss of CTl event 120

Loss of CTl events during warm reset 121

The core might deadlock when an external debugger injects instructions using ITR 122

register

Uncorrectable tag errors in L2 cache might cause deadlock 123

Memory uploads and downloads via memory access mode within Debug state can 124

fail to accurately read or write memory contents

Persistent faults on speculative elements of SVE First-fault gather-load instructions 126

might result in deadlock

External debug accesses in memory access mode with SCTLR_ELx.IESB set might 127

result in unpredictable behavior

Transient L2 tag double bit Errors might cause data corruption 128
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MPAM value associated with MMU descriptor fetch requests might be incorrect 129

ERROMISCO_EL1.SUBARRAY, ERROSTATUS.CE and ERROSTATUS.DE values for 130

ECC errors in the L1 data cache might be incorrect

The core might report incorrect fetch address to FAR_ELx when the core is 131

fetching an instruction from a virtual address associated with a page table entry

which has been modified

Incorrect value reported for SPE PMU event SAMPLE_FEED 132

L2 data RAM may fail to report corrected ECC errors 133

PFG duplicate reported faults through a Warm reset 134

Noncompliance with prioritization of Exception Catch debug events 135

Some corrected errors might incorrectly increment ERROMISCO.CECR or 137

ERROMISCO.CECO

IDATAN_EL3 might represent incorrect value after direct memory access to internal 138

memory for Instruction TLB

Unsupported atomic fault due to memory type defined in first stage of translation 139

might result in exception being taken to EL2

MPAM value associated with translation table walk request might be incorrect 140

The PE might deadlock if Pseudofault Injection is enabled in Debug State 141

Incorrect fault status code might be reported in Statistical Profiling Extension 142

register PMBSR_EL1.FSC

Incorrect timestamp value reported in SPE records when timestamp capture is 143

enabled

Collision bit in PMBSR is reported incorrectly when there are multiple errors on 144

SPE writes

AMU Event 0x0011, Core frequency cycles might increment incorrectly when the 145

core is in WFI or WFE state

DRPS might not execute correctly in Debug state with SCTLR_ELx.IESB set inthe 146

current EL

CPU might fetch incorrect instruction from a page programmed as non-cacheable 147

in stage-1 translation and as device memory in stage-2 translation

ETM trace information records a branch to the next instruction as an N atom 148

An execution of MSR instruction might not update the destination register 149

correctly when an external debugger initiates an APB write operation to update

debug registers

External APB write to a register located at offset 0x084 might incorrectly issue a 151

write to External Debug Instruction Transfer Register

OSECCR_EL1/EDECCR is incorrectly included in the Warm Reset domain 153

MPAM value associated with instruction fetch might be incorrect 154

A64 WFI or A64 WFE executed in Debug state suspends execution indefinitely 155

Some SVE PMU events count incorrectly 157
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An SError might not be reported for an atomic store that encounters data poison 159
Reads of DISR_EL1 incorrectly return Os while in Debug State 160
DRPS instruction is not treated as UNDEFINED at ELO in Debug state 161
L1 Data poison is not cleared by a store 162
Incorrect sampling of SPE event "Partial predicate" for SVE instruction with no 163
vector operands
SPE, PMU event for full/partial/empty/not full predicate might be incorrect for 164
some SVE instructions
PMU L1D_CACHE_REFILL_OUTER is inaccurate 166
Lower priority exception might be reported when abort condition is detected at 167
both stages of translation
ESR_ELX.ISV can be set incorrectly for an external abort on translation table walk 168
Software-step not done after exit from Debug state with an illegal value in DSPSR 169
PMU STALL_SLOT_BACKEND and STALL_SLOT_FRONTEND events count 170
incorrectly
Incorrect read value for Performance Monitors Control Register 171
Incorrect read value for Performance Monitors Configuration Register EX field 172
Incorrect value reported for SPE PMU event 0x4000 SAMPLE_POP 173
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rOpO implementation fixes

Note the following errata might be fixed in some implementations of rOpO. This can be determined by
reading the REVIDR_EL1 register where a set bit indicates that the erratum is fixed in this part.

1618629 Vector instructions might cause deadlock under

REVIDR_EL1[0] specific micro-architectural conditions

Note that there is no change to the MIDR_EL1 which remains at rOpQ but the REVIDR_EL1 is updated to
indicate which errata are corrected. Software will identify this release through the combination of
MIDR_EL1 and REVIDR_EL1.
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rip1 implementation fixes

Note the following errata might be fixed in some implementations of rlp1. This can be determined by
reading the REVIDR_EL1 register where a set bit indicates that the erratum is fixed in this part.

1925756 Store operation that encounters multiple hits in the
REVIDR_EL1[O] TLB might access regions of memory with attributes that could
not be accessed at that Exception level or Security state

Note that there is no change to the MIDR_EL1 which remains at rip1, but the REVIDR_EL1 is updated
from OxO to Ox1 to indicate that the new erratum is fixed (via REVIDR_EL1[O]). Software will identify this
release through a combination of MIDR_EL1 and REVIDR_EL1.

SDEN-1401781 Copyright © 2022 Arm® Limited or its affiliates. All rights reserved. Page 11 of 173

Non-Confidential



Date of issue: 09-Nov-2022 Arm Neoverse V1 (MPO76) Version: 16.0
Software Developer Errata Notice

Introduction

Scope
This document describes errata categorized by level of severity. Each description includes:
e The current status of the erratum.

¢ \Where the implementation deviates from the specification and the conditions required for erroneous

behavior to occur.
e The implications of the erratum with respect to typical applications.
e The application and limitations of a workaround where possible.

Categorization of errata

Errata are split into three levels of severity and further qualified as common or rare:

A critical error. No workaround is available or workarounds are impactful. The error is likely to be common

Category A for many systems and applications.

A critical error. No workaround is available or workarounds are impactful. The error is likely to be rare for
Category A (Rare) SO . . i o

most systems and applications. Rare is determined by analysis, verification and usage.

A significant error or a critical error with an acceptable workaround. The error is likely to be common for
Category B

many systems and applications.

A significant error or a critical error with an acceptable workaround. The error is likely to be rare for most

Category B (Rare) systems and applications. Rare is determined by analysis, verification and usage.

Category C A minor error.
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Errata are listed in this section if they are new to the document, or marked as "updated" if there has
been any change to the erratum text. Fixed errata are not shown as updated unless the erratum text has
changed. The errata summary table identifies errata that have been fixed in each product revision.

09-Nov-2022: Changes in document version v16.0

ID Status Area Category Summary
2743233 | New | Programmer | Category B Page crossing access that generates an MMU fault on the second page could
result in a livelock
2743093 | New | Programmer | Category B | The core might deadlock during powerdown sequence
The PE might generate memory accesses using invalidated mappings after
2779461 | New | Programmer | Category B completion of a DVM SYNC operation
2755353 | New | Programmer | Category C | Incorrect value reported for SPE PMU event Ox4000 SAMPLE_POP

27-Jul-2022: Changes in document version v15.0

ID Status Area Category Summary
2675258 | New Programmer | Category B Static and dynamic TXREQ limiting might cause deadlock
Core might fetch stale instruction from memory when both Stage 1
2701953 | New Programmer | Category B Translation and Instruction Cache are Disabled with Stage 2 forced
Write-Back
2348377 | Updated | Programmer | Category B (rare) | AMBA CHI TXREQ starvation due to unfair PCrdGrant assignment
1858170 | New Programmer | Category C Incorrect value reported for SPE PMU event SAMPLE_FEED
2183513 | New Programmer | Category C An SErrpr might not be reported for an atomic store that encounters
data poison
2238112 | New Programmer | Category C Reads of DISR_EL1 incorrectly return Os while in Debug State
2239141 | New Programmer | Category C DRPS instruction is not treated as UNDEFINED at ELO in Debug state
2278133 | New Programmer | Category C PMU L1D_CACHE_REFILL_OUTER is inaccurate
2444422 | New Programmer | Category C PMU S-TALLSLOTfBACKEND and STALL_SLOT_FRONTEND events
count incorrectly
2647275 | New Programmer | Category C Incorrect read value for Performance Monitors Control Register
2707725 | New Programmer | Category C Incorrect read value for Performance Monitors Configuration Register

EX field

SDEN-1401781
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21-Jan-2022: Changes in document version v14.0
ID Status Area Category Summary

Continuous failing STREX because of another PE executing prefetch for

2294912 | New | Programmer | Category B store behind consistently mispredicted branch

2372203 | New | Programmer | Category B Translapon table walk folding into an L1 prefetch might cause data
corruption

2348377 | New | Programmer | Category B (rare) | AMBA CHI TXREQ starvation due to unfair PCrdGrant assignment

2276445 | New | Programmer | Category C §PE, PMU event for full{parhal@mpty/not full predicate might be
incorrect for some SVE instructions
Lower priority exception might be reported when abort condition is

2285233 | New | Programmer | Category C detected at both stages of translation

2307835 | New | Programmer | Category C ESR_ELx.ISV can be set incorrectly for an external abort on translation
table walk

2391681 | New | Programmer | Category C ioggsgz—step not done after exit from Debug state with an illegal value

24-Sep-2021: Changes in document version v13.0

ID Status Area Category Summary

1966096 | Updated | Programmer | Category B The instruction following a change in SVE Vector length in ZCR_EL1 might
not see updated value

2139242 | Updated | Programmer | Category B Hardvvare data prefetcher can generate a physical address with incorrect
attributes

2216392 | New Programmer | Category B | PDP deadlock due to CMP/CMN + B.AL/B.NV fusion

2261535 | New Programmer | Category C | L1 Data poison is not cleared by a store

2262865 | New Programmer | Category C Incorrect sampling of SPE event "Partial predicate" for SVE instruction with

no vector operands

SDEN-1401781
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27-May-2021: Changes in document version v12.0

ID Status Area Category Summary
1863563 | Updated | Programmer | Category B | Core might generate breakpoint exception on incorrect IA
2108267 | New Programmer | Category B Disabling of data prefetcher with outstanding prefetch TLB miss might
cause a deadlock
2139242 | New Programmer | Category B Har_dvvare data prefetcher can generate a physical address with incorrect
attributes
1794808 | Updated | Programmer | Category C | Uncorrectable tag errors in L2 cache might cause deadlock
1986030 | New Programmer | Category C Collision bit in PMBSR is reported incorrectly when there are multiple
errors on SPE writes
2089669 | New Programmer | Category C | OSECCR_EL1/EDECCR is incorrectly included in the Warm Reset domain
2134909 | New Programmer | Category C | MPAM value associated with instruction fetch might be incorrect
2137418 | New Programmer | Category C Aé4 WFI or A64 WFE executed in Debug state suspends execution
indefinitely
2143135 | New Programmer | Category C | Some SVE PMU events count incorrectly
03-Mar-2021: Changes in document version v11.0
ID Status Area Category Summary
2020786 | New | Programmer | Category C CPU m|gh§ fetch incorrect |n§truct|on from.a page prog.rammed asnon-
cacheable in stage-1 translation and as device memory in stage-2 translation
2033528 | New | Programmer | Category C | ETM trace information records a branch to the next instruction as an N atom
An execution of MSR instruction might not update the destination register
2052426 | New | Programmer | Category C | correctly when an external debugger initiates an APB write operation to
update debug registers
External APB write to a register located at offset Ox084 might incorrectly
20709471 New | Programmer | Category C issue a write to External Debug Instruction Transfer Register

09-Dec-2020: Changes in document version v10.0

ID Status Area Category Summary
1863563 | Updated | Programmer | Category B | Core might generate breakpoint exception on incorrect I1A
1949546 | Updated | Programmer | Category C | The PE might deadlock if Pseudofault Injection is enabled in Debug State

SDEN-1401781
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13-Nov-2020: Changes in document version v9.0

ID Status Area Category Summary

1915893 | New | Programmer | Category B Virtual to p.hy5|ca| translation .Iate.ncy. might not be captured for SPE records
when physical address collection is disabled

1978082 | New | Programmer | Category B | Incorrect programming of PMBPTR_EL1 might result in a deadlock

1937142 | New | Programmer | Category C [ MPAM value associated with translation table walk request might be incorrect
Incorrect fault status code might be reported in Statistical Profiling Extension

1960366 | New | Programmer | Category C register PMBSR_EL1.FSC

1965494 | New | Programmer | Category C Incorrect timestamp value reported in SPE records when timestamp capture is
enabled
AMU Event 0x0011, Core frequency cycles might increment incorrectly when

1987045 [ New | Programmer | Category C the core is in WFI or WEE state

2001721 | New | Programmer | Category C DRPS might not execute correctly in Debug state with SCTLR_ELx.IESB set in
the current EL

24-Sep-2020: Changes in document version v8.0

ID Status Area Category Summary

1618635 | Updated | Programmer | Category B NC/Device Load and Store Exclusive or PAR-Read collision can cause
deadlock

1923200 | New Programmer | Category B rEexst:tmal debugger access to Debug registers might not work during Warm
Store operation that encounters multiple hits in the TLB might access

1925756 | New Programmer | Category B | regions of memory with attributes that could not be accessed at that
Exception level or Security state

1940577 | New Programmer | Category B Atomic instructions with acquire semantics .m|ght not be ordered with
respect to older stores with release semantics

1966096 | New Programmer | Category B The instruction following a change in SVE Vector length in ZCR_EL1 might
not see updated value
The core might report incorrect fetch address to FAR_ELx when the core is

1853757 | New Programmer | Category C | fetching an instruction from a virtual address associated with a page table
entry which has been modified

1872062 | New Programmer | Category C | L2 data RAM may fail to report corrected ECC errors

1878813 | New Programmer | Category C | PFG duplicate reported faults through a Warm reset

1880117 | New Programmer | Category C | Noncompliance with prioritization of Exception Catch debug events
Some corrected errors might incorrectly increment ERROMISCO.CECR or

1890031 | New Programmer | Category C ERROMISCO.CECO

1923196 | New Programmer | Category C !DATAnfELS might represeqt incorrect value after direct memory access to
internal memory for Instruction TLB
Unsupported atomic fault due to memory type defined in first stage of

1925786 | New Programmer | Category C translation might result in exception being taken to EL2

1949546 | New Programmer | Category C | The PE might deadlock if Pseudofault Injection is enabled in Debug State
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17-Jun-2020: Changes in document version v7.0

Arm Neoverse V1 (MPO76) Version: 16.0
Software Developer Errata Notice

ID Status Area Category Summary

Hardware management of dirty state and the Access flag by SPE might fail,

1659792 | Updated | Programmer | Category B | resulting in an unsupported FSC code and incorrect EC code in
PMBSR_EL1 on a buffer translation
Enabling SPE might result in a speculative update of the translation table

1659794 | Updated | Programmer | Category B descriptor of the page following the Statistical Profiling Buffer
A transient single-bit ECC error in the MMU TC RAM might lead to stale

1774420 | New Programmer | Category B translation in the L2 TLB

1791573 | New Programmer | Category B Atomic Store .mstruc‘uops to shareable write-back memory might cause
memory consistency failures

1852267 | New Programmer | Category B | SPE might illegally write to any physical address, including Secure space

1863563 | New Programmer | Category B | Core might generate breakpoint exception on incorrect IA

1690750 | Updated | Programmer | Category C The core m|ght record mco.rrect INDEX into ERROMISCO when LO Macro-
op cache is affected by parity error

1694300 | Updated | Programmer | Category C | Instruction sampling bias exists in SPE implementation
The core might not update IDATA*_EL3 correctly by a direct memory

1702491 | Updated | Programmer | Category C access to L1 Instruction Cache Tag or L1 Instruction TLB

1702951 | Updated | Programmer | Category C Some load |n§truct|qns executed m.Debug state through the Instruction
Transfer Register might execute twice

1740839 | Updated | Programmer | Category C | RAS error reported could have incorrect value in ERROADDR_EL1

1755651 | New Programmer | Category C | MPAM value associated with descriptor fetch requests could be incorrect

1771937 | New Programmer | Category C Watchpoint Exception on DC ZVA does not report correct address in FAR
or EDWAR
A memory mapped write to PMSSRR might falsely cause some PMU

1776362 | New Programmer | Category C | counters and counter overflow status to be reset after snapshot capture
and read might return unknown/written data

1778872 | New Programmer | Category C | Possible loss of CTl event

1784478 | New Programmer | Category C | Loss of CTl events during warm reset

1791399 | New Programmer | Category C The core m|ght deadlock when an external debugger injects instructions
using ITR register

1794808 | New Programmer | Category C | Uncorrectable tag errors in L2 cache might cause deadlock

1803672 | New Programmer | Category C Memory up!oads and downloads via memory access mode within Debug
state can fail to accurately read or write memory contents

1817602 | New Programmer | Category C .Per5|ste.nt faul.ts on specglatwe elements of SVE First-fault gather-load
instructions might result in deadlock

1825527 | New Programmer | Category C | Transient L2 tag double bit Errors might cause data corruption

1825496 | New Programmer | Category C E>§tema| debyg accessgs in memory access mode with SCTLR_ELx.|ESB set
might result in unpredictable behavior

1835961 | New Programmer | Category C MPAM value associated with MMU descriptor fetch requests might be
incorrect
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Arm Neoverse V1 (MPO76) Version: 16.0
Software Developer Errata Notice

ID Status Area Category Summary
ERROMISCO_EL1.SUBARRAY, ERROSTATUS.CE and ERROSTATUS.DE
1846398 | New Programmer | Category C values for ECC errors in the L1 data cache might be incorrect

14-Feb-2020: Chan

ges in document version v6.0

ID Status Area Category Summary

Hardware management of dirty state and the Access flag by SPE might fail,

1659792 [ New | Programmer | Category B | resulting in an unsupported FSC code and incorrect EC code in PMBSR_EL1
on a buffer translation
Enabling SPE might result in a speculative update of the translation table

1659794 | New | Programmer | Category B descriptor of the page following the Statistical Profiling Buffer

1657962 | New | Programmer | Category C Execut.lng a cache maintenance by .set/vvay |n§truct|on targeting the L1 data
cache in the presence of snoops might result in a deadlock

1690750 | New | Programmer | Category C The cqre might record |Qcorrect INDEX into ERROMISCO when LO Macro-op
cache is affected by parity error

1694300 [ New | Programmer | Category C | Instruction sampling bias exists in SPE implementation
The core might not update IDATA*_EL3 correctly by a direct memory access

1702491 | New | Programmer | Category C to L1 Instruction Cache Tag or L1 Instruction TLB

1702951 | New | Programmer | Category C Some load |n§truct|gns executed m.Debug state through the Instruction
Transfer Register might execute twice

1740839 [ New | Programmer | Category C | RAS error reported could have incorrect value in ERROADDR_EL1

10-Dec-2019: Changes in document version v5.0

ID Status Area Category Summary

1618629 | Updated | Programmer | Category A \/ect.or |nstruct\on.svm|ght cause deadlock under specific micro-
architectural conditions
PC or ELR register contents might be corrupted when an instruction

1625573 | Updated | Programmer | Category A fetch hits in the LO Macro-op cache and misses in the L1 Instruction
TLB generating a tablewalk

1445139 | Updated | Programmer | Category B A DC CVAU or IC CVAU instruction behaves like a NOP
Self synchronizing behavior of changing effective vector length via

1466307 | Updated | Programmer | Category B the ZCR_ELx might not take effect until after the following
instruction, rather than before as architecturally required

1508565 | Updated | Programmer | Category B A;cessmg a memory location using mismatched shareability attributes
might cause loss of coherency

1522191 | Updated | Programmer | Category B Corruption of cumulative floating point exception bits

1542436 | Updated | Programmer | Category B Corruphon of scalablg ve;tor reg!ster following execution of an SVE
prefixed Integer Multiply instruction

1592691 | New Programmer | Category B ICHfH.CRfELZ.vSGIEOI.COU NT masks end of interrupt counting for
some virtual Private Peripheral Interrupts
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ID Status Area Category Summary

Branch prediction for an ERET cached in the instruction cache might

1618630 | Updated | Programmer | Category B cause a deadlock

1618634 | Updated | Programmer | Category B Incorrect instructions might be executed

NC/Device Load and Store Exclusive or PAR-Read collision can cause

1618635 | Updated | Programmer | Category B deadlock

Aarch32-only Floating Point or Advanced SIMD instruction might

1618636 | Updated | Programmer | Category B deadlock in processor core

The core might execute multiple instructions before taking software
1619807 | Updated | Programmer | Category B step exception or halt step exception when the executing instruction
resides in the LO Macro-op cache

1619814 | Updated | Programmer | Category B Enabling SPE might result in deadlock in some situations

A streaming write in the presence of a store-release instruction might

1654562 | New Programmer | Category B result in data corruption

The core might deadlock when executing a program sequence with

1674403 | New Programmer | Category B divide or square-root operations

The core might fetch a stale instruction from memory which violates

1543964 | Updated | Programmer | Category B (rare) the ordering of instruction fetches

MRRC reads of some Generic Timer system registers in AArch32

1618631 | Updated | Programmer | Category B (rare) mode might return corrupt data

Unaligned SVE Non-Fault load that encounters a tag double-bit error

1452392 | Updated | Programmer | Category C or data poison might resolve with an abort

Misaligned atomics to unsupported Non-cacheable or Device memory

1507873 | Updated | Programmer | Category C location might lead to incorrect DFSC code in the ESR

Transient parity error in L1 instruction cache might result in missed

1549423 | Updated | Programmer | Category C breakpoint exception

1553581 | Updated | Programmer | Category C ID_PFR1_EL1.GIC incorrectly reports as Ox1

Predicate event information populated incorrectly for non-predicated

1591505 | Updated | Programmer | Category C SVE instructions sampled by SPE

ERROMISCO_EL1.SUBARRAY value for ECC errors in the L1 data

1595153 [ New Programmer | Category C cache might be incorrect

1596291 | New Programmer | Category C Data side MPAM values used for PLI

1618632 | Updated | Programmer | Category C TLBI does not treat upper ASID bits as zero when TCR_EL1.AS is O

Waypoints from previous session might cause single-shot comparator

1618633 | Updated | Programmer | Category C match when trace enabled

Interrupt might be taken later than architecturally mandated on exit

1618637 | Updated | Programmer | Category C from Debug state

An unaligned load may initiate a prefetch request which crosses a

1619800 | Updated | Programmer | Category C page boundary

1619801 | Updated | Programmer | Category C TRCIDR3.CCITMIN value is incorrect
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Software Developer Errata Notice

ID Status Area Category Summary
ESB instruction execution with a pending masked Virtual SError might
1619805 | Updated | Programmer | Category C not clear HCR_EL2.VSE
The core might detect a breakpoint exception one instruction earlier
1619808 | Updated | Programmer | Category C than the programmed location when the LO Macro-op cache contains
an instruction that is affected by a parity error
1619809 | Updated | Programmer | Category C PDP Issue Queue Virtual Size Reduction remains Engaged when PDP
is Disabled
The core might deadlock or detect a breakpoint at an incorrect
location when a T32 instruction is affected by parity error and the
1619811 | Updated | Programmer | Category C next instruction is programmed as an address matching breakpoint
exception
1619813 | Updated | Programmer | Category C Enabling L2 cache partitioning might result in a loss of performance
ESR and FAR registers could be corrupted by a speculative instruction
1619815 | Updated | Programmer | Category C that encounters an ECC error or external data abort
1619816 | Updated | Programmer | Category C A load to normal memory might trigger a prefetch request outside of
the current mapped page
1619817 | Updated | Programmer | Category C RAS error status records could log spurious corrected error
1629078 | New Programmer | Category C ECC error on a read of the L2 data ram entry not containing valid
data might report the error incorrectly
1651942 | New Programmer | Category C MRC read of DBGDSCRmF into APSR_nzcv might produce wrong
results and lead to corruption
1656369 | New Programmer | Category C APB access to trace registers does not work during Warm reset
A load observing a double-bit ECC error after a snoop detected a
1659168 | New Programmer | Category C single-bit ECC error might report incorrect values in ERROMISCO_EL1
and EROADDR_EL1
Cache maintenance performed on an instruction being actively
1662728 | New Programmer | Category C modified by another PE might cause unexpected behavior
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ges in document version v4.0

Arm Neoverse V1 (MPO76) Version: 16.0
Software Developer Errata Notice

ID Status Area Category Summary
PC or ELR register contents might be corrupted when an instruction
1625573 [ New | Programmer | Category A fetch hits in the LO Macro-op cache and misses in the L1 Instruction
TLB generating a tablewalk
1508565 | New | Programmer | Category B A;cessmg a memory location using mismatched shareability attributes
might cause loss of coherency
1522191 [ New | Programmer | Category B Corruption of cumulative floating point exception bits
1542436 | New | Programmer | Category B Corryphon of scalab|¢ ve;tor reg}ster following execution of an SVE
prefixed Integer Multiply instruction
1619814 [ New | Programmer | Category B Enabling SPE might result in deadlock in some situations
1543964 | New | Programmer | Category B (rare) The core rmght fetgh a stale instruction from memory which violates the
ordering of instruction fetches
1553581 [ New | Programmer | Category C ID_PFR1_EL1.GIC incorrectly reports as Ox1
Predicate event information populated incorrectly for non-predicated
1591505 [ New | Programmer | Category C SVE instructions sampled by SPE
ESB instruction execution with a pending masked Virtual SError might
1619805 [ New | Programmer | Category C not clear HCR_EL2.VSE
The core might detect a breakpoint exception one instruction earlier
1619808 [ New | Programmer | Category C than the programmed location when the LO Macro-op cache contains
an instruction that is affected by a parity error
1619809 | New | Programmer | Category C PDP Issue Queue Virtual Size Reduction remains Engaged when PDP is
Disabled
The core might deadlock or detect a breakpoint at an incorrect location
1619811 [ New | Programmer | Category C when a T32 instruction is affected by parity error and the next
instruction is programmed as an address matching breakpoint exception
1619813 [ New | Programmer | Category C Enabling L2 cache partitioning might result in a loss of performance
ESR and FAR registers could be corrupted by a speculative instruction
1619815 | New: | Programmer | Category C that encounters an ECC error or external data abort
1619816 | New | Programmer | Category C A load to normal memory might trigger a prefetch request outside of
the current mapped page
1619817 [ New | Programmer | Category C RAS error status records could log spurious corrected error
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Software Developer Errata Notice

es in document version v3.0

ID Status Area Category Summary

Self synchronizing behavior of changing effective vector length via the

1466307 | New | Programmer | Category B | ZCR_ELx might not take effect until after the following instruction, rather
than before as architecturally required

1618634 | New | Programmer | Category B | Incorrect instructions might be executed

1618635 | New | Programmer | Category B NC/Device Load and Store Exclusive or PAR-Read collision can cause
deadlock

1618636 | New | Programmer | Category B Aarch32-only Floating Point or Advanced SIMD instruction might deadlock in
processor core
The core might execute multiple instructions before taking software step

1619807 | New | Programmer | Category B | exception or halt step exception when the executing instruction resides in the
LO Macro-op cache
Misaligned atomics to unsupported Non-cacheable or Device memory

1507873 | New | Programmer | Category C location might lead to incorrect DFSC code in the ESR

1549423 | New | Programmer | Category C Tranaenﬁ parity error in L1 instruction cache might result in missed
breakpoint exception

1618637 | New | Programmer | Category C Interrupt might be taken later than architecturally mandated on exit from
Debug state

1619800 | New | Programmer | Category C An unaligned load may initiate a prefetch request which crosses a page
boundary

1619801 | New | Programmer [ Category C | TRCIDR3.CCITMIN value is incorrect

17-May-2019: Changes in document version v2.0

ID Status Area Category Summary

1618629 | New | Programmer | Category A \/ect.or mstruc‘uon_s .m|ght cause deadlock under specific micro-
architectural conditions

1445139 | New | Programmer | Category B A DC CVAU or IC CVAU instruction behaves like a NOP

1618630 | New | Programmer | Category B Branch prediction for an ERET cached in the instruction cache might
cause a deadlock

1618631 | New | Programmer | Category B (rare) M.RRC reads of some Generic Timer system registers in AArch32 mode
might return corrupt data

1452392 | New | Programmer | Category C Unahg@ed SVE Non-Fault Iogd that encounters a tag double-bit error or
data poison might resolve with an abort

1618632 | New | Programmer | Category C TLBI does not treat upper ASID bits as zero when TCR_EL1.AS is O

1618633 | New | Programmer | Category C Waypoints from previous session might cause single-shot comparator

match when trace enabled

27-Mar-2019: Changes in document version v1.0

No errata in this document version.
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Software Developer Errata Notice

Errata summary table

Version: 16.0

The errata associated with this product affect the product versions described in the following table.

ID

Area

Category

Summary

Found in versions

Fixed in version

1618629

Programmer

Category A

Vector instructions might cause
deadlock under specific micro-
architectural conditions

rOpO

rip0

1625573

Programmer

Category A

PC or ELR register contents might
be corrupted when an instruction
fetch hits in the LO Macro-op cache
and misses in the L1 Instruction TLB
generating a tablewalk

rOpO

rip0

1445139

Programmer

Category B

A DC CVAU or IC CVAU instruction
behaves like a NOP

rOpO

rip0O

1466307

Programmer

Category B

Self synchronizing behavior of
changing effective vector length via
the ZCR_ELx might not take effect
until after the following instruction,
rather than before as architecturally
required

rOpO

rip0O

1508565

Programmer

Category B

Accessing a memory location using
mismatched shareability attributes
might cause loss of coherency

rOpO

rip0O

1522191

Programmer

Category B

Corruption of cumulative floating
point exception bits

rOpO

rip0O

1542436

Programmer

Category B

Corruption of scalable vector
register following execution of an
SVE prefixed Integer Multiply
instruction

rOpO

rip0

1592691

Programmer

Category B

ICH_HCR_EL2.vSGIEOICOUNT
masks end of interrupt counting for
some virtual Private Peripheral
Interrupts

rOpO

rip0

1618630

Programmer

Category B

Branch prediction for an ERET
cached in the instruction cache
might cause a deadlock

rOpO

rip0O

1618634

Programmer

Category B

Incorrect instructions might be
executed

rOpO

rip0O

1618635

Programmer

Category B

NC/Device Load and Store
Exclusive or PAR-Read collision can
cause deadlock

rOpO

rip0

1618636

Programmer

Category B

Aarch32-only Floating Point or
Advanced SIMD instruction might
deadlock in processor core

rOpO

rip0O
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Version: 16.0

Area

Category

Summary

Found in versions

Fixed in version

1619807

Programmer

Category B

The core might execute multiple
instructions before taking software
step exception or halt step
exception when the executing
instruction resides in the LO Macro-
op cache

rOpO

rip0

1619814

Programmer

Category B

Enabling SPE might result in
deadlock in some situations

rOpO

rip0

1654562

Programmer

Category B

A streaming write in the presence of
a store-release instruction might
result in data corruption

rOpO

rip0

1659792

Programmer

Category B

Hardware management of dirty
state and the Access flag by SPE
might fail, resulting in an
unsupported FSC code and
incorrect EC code in PMBSR_EL1
on a buffer translation

rOp0, r1p0

ripl

1659794

Programmer

Category B

Enabling SPE might result in a
speculative update of the translation
table descriptor of the page
following the Statistical Profiling
Buffer

rOp0, r1p0

ripl

1674403

Programmer

Category B

The core might deadlock when
executing a program sequence with
divide or square-root operations

rOpO

rip0O

1774420

Programmer

Category B

A transient single-bit ECC errorin
the MMU TC RAM might lead to
stale translation in the L2 TLB

rOp0, r1p0

ripl

1791573

Programmer

Category B

Atomic Store instructions to
shareable write-back memory might
cause memory consistency failures

rOp0, r1p0

ripl

1852267

Programmer

Category B

SPE might illegally write to any
physical address, including Secure
space

rOp0, rip0

ripl

1863563

Programmer

Category B

Core might generate breakpoint
exception on incorrect I1A

rOp0, rip0

ripl

1915893

Programmer

Category B

Virtual to physical translation
latency might not be captured for
SPE records when physical address
collection is disabled

rOp0, r1p0, ripl

rip2

1923200

Programmer

Category B

External debugger access to Debug
registers might not work during
Warm reset

rOp0, r1p0, ripl

rip2
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ID Area Category Summary Found in versions Fixed in version

Store operation that encounters
multiple hits in the TLB might access
1925756 | Programmer | Category B regions of memory with attributes rOp0, r1p0, ripl rip2
that could not be accessed at that
Exception level or Security state

Atomic instructions with acquire
semantics might not be ordered
with respect to older stores with
release semantics

1940577 | Programmer | Category B rOp0, ri1p0, ripl rip2

The instruction following a change
1966096 | Programmer | Category B in SVE Vector length in ZCR_EL1 rOp0, r1p0, ripl rip2
might not see updated value

Incorrect programming of
1978082 | Programmer | Category B PMBPTR_EL1 might resultin a rOp0, r1p0, ripl rip2
deadlock

Disabling of data prefetcher with
2108267 | Programmer | Category B outstanding prefetch TLB miss rOp0, ri1p0, ripl, rip2 | Open
might cause a deadlock

Hardware data prefetcher can
2139242 | Programmer | Category B generate a physical address with rOp0, r1p0, ripl rip2
incorrect attributes

PDP deadlock due to CMP/CMN +

2216392 | Programmer | Category B BAL/BNV fusion

rOp0, r1p0, ripl rip2

Continuous failing STREX because
of another PE executing prefetch
for store behind consistently
mispredicted branch

2294912 | Programmer | Category B rOp0, r1p0, ripl, rip2 [ Open

Translation table walk folding into
2372203 | Programmer | Category B an L1 prefetch might cause data rOp0, ri1p0, ripl rip2
corruption

Static and dynamic TXREQ limiting

2675258 | Programmer | Category B might cause deadlock

rOp0, ri1p0, ripl rip2

Core might fetch stale instruction
from memory when both Stage 1
2701953 | Programmer | Category B Translation and Instruction Cache rOp0, r1p0, ripl rip2
are Disabled with Stage 2 forced
Write-Back

The core might deadlock during

2743093 | Programmer | Category B
powerdown sequence

rOp0, r1p0, ripl, rip2 [ Open

Page crossing access that generates
2743233 | Programmer | Category B an MMU fault on the second page rOp0, ri1p0, ripl, rip2 | Open
could result in a livelock

The PE might generate memory
accesses using invalidated mappings
after completion of a DVM SYNC
operation

2779461 | Programmer | Category B rOp0, r1p0, ripl, rip2 | Open
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ID Area Category Summary Found in versions Fixed in version

The core might fetch a stale
instruction from memory which
violates the ordering of instruction
fetches

1543964 | Programmer | Category B (rare) rOp0 rip0

MRRC reads of some Generic Timer
1618631 | Programmer | Category B (rare) | system registers in AArch32 mode rOp0 rip0
might return corrupt data

AMBA CHI TXREQ starvation due

2348377 | Programmer | Category B (rare) to unfair PCrdGrant assignment

rOp0, r1p0, ripl rip2

Unaligned SVE Non-Fault load that
encounters a tag double-bit error or
data poison might resolve with an
abort

1452392 | Programmer | Category C rOpO rip0

Misaligned atomics to unsupported
Non-cacheable or Device memory
location might lead to incorrect
DFSC code in the ESR

1507873 | Programmer | Category C rOpO rip0

Transient parity errorin L1
1549423 | Programmer | Category C instruction cache might result in rOpO rip0O
missed breakpoint exception

ID_PFR1_EL1.GIC incorrectly

1553581 | Programmer | Category C reports as Ox1 rOp0O rip0
Predicate event information
1591505 | Programmer | Category C populated incorrectly for non- rOpO rip0

predicated SVE instructions sampled
by SPE

ERROMISCO_EL1.SUBARRAY value
1595153 | Programmer | Category C for ECC errors in the L1 data cache | rOpO rip0O
might be incorrect

Data side MPAM values used for

1596291 | Programmer | Category C PLI

rOpO rip0

TLBI does not treat upper ASID bits

as zero when TCR_EL1.ASis O r0pO r1p0

1618632 | Programmer | Category C

Waypoints from previous session
1618633 | Programmer | Category C might cause single-shot comparator | rOpO rip0
match when trace enabled

Interrupt might be taken later than
1618637 | Programmer | Category C architecturally mandated on exit rOpO r1p0O
from Debug state

An unaligned load may initiate a
1619800 | Programmer | Category C prefetch request which crosses a rOpO rip0
page boundary

TRCIDR3.CCITMIN value is

1619801 | Programmer | Category C incorrect

rOpO rip0
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ID Area Category Summary Found in versions Fixed in version

ESB instruction execution with a
1619805 | Programmer | Category C pending masked Virtual SError rOp0O rip0
might not clear HCR_EL2.VSE

The core might detect a breakpoint
exception one instruction earlier
than the programmed location when
the LO Macro-op cache contains an
instruction that is affected by a
parity error

1619808 | Programmer | Category C rOpO rip0O

PDP Issue Queue Virtual Size
1619809 | Programmer | Category C Reduction remains Engaged when rOpO rip0O
PDP is Disabled

The core might deadlock or detect a
breakpoint at an incorrect location
when a T32 instruction is affected
1619811 | Programmer | Category C by parity error and the next rOpO rip0O
instruction is programmed as an
address matching breakpoint
exception

Enabling L2 cache partitioning might

1619813 | Programmer | Category C result in a loss of performance rOpO rip0O
ESR and FAR registers could be
1619815 | Programmer | Category C corrupted by a speculative rOpO rip0

instruction that encounters an ECC
error or external data abort

A load to normal memory might
1619816 | Programmer | Category C trigger a prefetch request outside of | rOpO rip0
the current mapped page

RAS error status records could log

1619817 | Programmer | Category C spurious corrected error

rOp0 rip0

ECC error on a read of the L2 data
1629078 | Programmer | Category C ram entry not containing valid data | rOpO rip0O
might report the error incorrectly

MRC read of DBGDSCRInt into
1651942 | Programmer | Category C APSR_nzcv might produce wrong rOpO rip0O
results and lead to corruption

APB access to trace registers does

1656369 | Programmer | Category C not work during Warm reset rOp0O rip0
Executing a cache maintenance by
1657962 | Programmer | Category C set/way instruction targeting the L1 rOp0O rip0

data cache in the presence of
snoops might result in a deadlock

A load observing a double-bit ECC
error after a snoop detected a
1659168 | Programmer | Category C single-bit ECC error might report rOp0 rip0
incorrect values in ERROMISCO EL1
and EROADDR_EL1
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Cache maintenance performed on
an instruction being actively
modified by another PE might cause
unexpected behavior

1662728 | Programmer | Category C rOpO rip0O

The core might record incorrect
INDEX into ERROMISCO when LO
Macro-op cache is affected by
parity error

1690750 | Programmer | Category C rOp0, r1p0 ripl

Instruction sampling bias exists in

1694300 | Programmer | Category C SPE implementation

rOp0, r1p0 ripl

The core might not update
IDATA*_EL3 correctly by a direct
memory access to L1 Instruction
Cache Tag or L1 Instruction TLB

1702491 | Programmer | Category C rOp0, r1p0 ripl

Some load instructions executed in
Debug state through the Instruction
Transfer Register might execute
twice

1702951 | Programmer | Category C rOp0, r1p0 ripl

RAS error reported could have

1740839 | Programmer | Category C incorrect value in ERROADDR_EL1

rOp0, rip0 ripl

MPAM value associated with
1755651 | Programmer | Category C descriptor fetch requests could be rOp0, r1p0 ripl
incorrect

Watchpoint Exception on DC ZVA
1771937 | Programmer | Category C does not report correct address in rOp0, rip0 ripl
FAR or EDWAR

A memory mapped write to
PMSSRR might falsely cause some
PMU counters and counter

1776362 | Programmer | Category C overflow status to be reset after rOp0, r1p0 ripl
snapshot capture and read might
return unknown/written data
1778872 | Programmer | Category C Possible loss of CTl event rOp0, r1p0 ripl
1784478 | Programmer | Category C Loss of CTI events during warm rOp0, r1p0 ripl

reset

The core might deadlock when an
1791399 | Programmer | Category C external debugger injects rOp0, r1p0 ripl
instructions using ITR register

Uncorrectable tag errors in L2 cache

1794808 | Programmer | Category C might cause deadlock rOp0, rip0 ripl
Memory uploads and downloads via
memory access mode within Debug
1803672 | Programmer | Category C state can fail to accurately read or rOp0, r1p0 ripl
write memory contents
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1817602

Programmer

Category C

Persistent faults on speculative
elements of SVE First-fault gather-
load instructions might result in
deadlock

rOp0, r1p0

ripl

1825496

Programmer

Category C

External debug accesses in memory
access mode with SCTLR_ELx.IESB
set might result in unpredictable
behavior

rOp0, r1p0

ripl

1825527

Programmer

Category C

Transient L2 tag double bit Errors
might cause data corruption

rOpQ, r1p0

ripl

1835961

Programmer

Category C

MPAM value associated with MMU
descriptor fetch requests might be
incorrect

rOp0, r1p0

ripl

1846398

Programmer

Category C

ERROMISCO_EL1.SUBARRAY,
ERROSTATUS.CE and
ERROSTATUS.DE values for ECC
errors in the L1 data cache might be
incorrect

rOp0, r1p0

ripl

1853757

Programmer

Category C

The core might report incorrect
fetch address to FAR_ELx when the
core is fetching an instruction from
a virtual address associated with a
page table entry which has been
modified

rOp0, r1p0, ripl, rip2

Open

1858170

Programmer

Category C

Incorrect value reported for SPE
PMU event SAMPLE_FEED

rOp0, r1p0, ripl

rip2

1872062

Programmer

Category C

L2 data RAM may fail to report
corrected ECC errors

rOp0, ri1p0, ripl

rip2

1878813

Programmer

Category C

PFG duplicate reported faults
through a Warm reset

rOp0, r1p0, ripl

rip2

1880117

Programmer

Category C

Noncompliance with prioritization of
Exception Catch debug events

rOp0, r1p0, ripl, rip2

Open

1890031

Programmer

Category C

Some corrected errors might
incorrectly increment
ERROMISCO.CECR or
ERROMISCO.CECO

rOp0, r1p0, ripl

rip2

1923196

Programmer

Category C

IDATAN_EL3 might represent
incorrect value after direct memory
access to internal memory for
Instruction TLB

rOp0, r1p0, ripl, rip2

Open

1925786

Programmer

Category C

Unsupported atomic fault due to
memory type defined in first stage
of translation might result in
exception be